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UBND TiINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM .
SO Y TE DPéc lap - T do - Hanh phiic
S6:2856 /SYT-VP Péng Nai, ngay 45 thdng 7 nim 2020
V/v trién khai Cong vin sb
1857/STTTT-CNTTVT ngy
10/7/2020 ctia S& Théng tin va
Truyén thong.

Kinh giri: Gidm déc, Thit trudng cic don vi truc thude.

S Y té Ddng Nai nhén duoc Cong van so 1857/STTTT- CNTTVT ngay
10/7/2020 cua S& Thong tin va Truyen théng vé viéc nguy co tin cong vao hé
thdng thong tin ciia cic co quan, td chic st dung thiét bi F5 BIG-IP (Dinh kém
Céng van).

Giam dbc S& Y té d& nghi Gidm doc Thu truéng cac don vi truc thudc chi
dao cac t§ chirc, c4 nhan phu trach vé cong nghé théng tin clia don vi t6 chirc
trién khai thuc hién néi dung Cong van so 1857/STTTT-CNTTVT ngay
10/7/2020 ctia S& Théng tin va Truyén thong.

Dé nghi Gidm dbc, Tha trudng cac don vi truc thudc trién khai thuc hién
theo su chi dao./. '

Noi nhin:
- Nhur trén;
- Luu: VT, VP.
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UBND TINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tw do - Hanh phic

Sb: 1857 /STTTT-CNTTVT Dong Nai, ngay 7y thdng 7 ndm 2020

V/v nguy co tAn cong vao hé théng thong tin
clia cac co quan, t6 chirc sir dung thiét bi F5
BIG-IP

Kinh gui:
- Cac co quan Pang, Nha nudc va cac doan thé trén dia ban tinh;
- Viettel Chi nhanh Pdng Nai, VNPT DPdng Nai;
- Trung tAm Cong nghé thong tin va Truyén thong.

Ngay 07/7/2020, Cuc An toan thong tin ¢6 vin ban sé 564/CATTT-NCSC vé
viéc nguy co tin cong vao hé thng thong tin cia cdc co quan, td chuc sir dung
thiét bi F5 BIG-IP. Theo d6, Cuc An toan thong tin d4 phat hién nhiéu hé théng
thong tin sir dung thiét bj F5 c¢6 kha ning bi tAn cong théng qua 156 hdng trong thiét
bi F5 BIG-IP Traffic Management User Interface (TMUI) (CVE-2020-5902).
Nhing 16 hdng ndy anh hudng cac phién ban cua BIG-IP trr 11.x dén 15.x cho
phép d6i tuong tin cong chén va thuc thi ma tir xa, chiém quyén kiém soét hé
théng.

Diy 14 16 hdng bao mat dic biét nghiém trong (CVSS = 10. 0), duge phat hién
trong giao dién ngudi dung quén ly luu lugng truy cép cia thiét bj BIG-IP. Khai
thac thanh cdng 16 hdng nay, dbi trong tin cong cé thé thu thdp thong tin, c6 kha
ning tao hodc x6a tép, vo hiéu héa cac dich vu, chay cac 1énh hé thdng v6i mé Java
tlly v, chiém quyén kiém soat hé théng muc tiéu. Theo théng ké tinh dén thang 6
nim 2020, c6 hon 8.000 thiét bi trén Internet dang c6 nguy co bi tdn cong bdi 15
hdng bao ‘mat nay. Qua danh gid so bd cua Trung tdm Gidm sét an toan khong gian
mang qudc gia (Trung tdm NCSC) — thufc Cuc An toan thong tin, Viét Nam c6
hang tram hé théng dang st dung th1et bi F5 BIGIP. Déy 1a nhitng hé thng dau
tién ndm trong muc tiéu ma ddi tuong tin cong s& tim dén.

bé tang cudng dam bao an toan thdng tin mang trén dia ban tinh, S& Thong
tin va Truyén thong d& nghi Quy don vi chi dong thuc hién c4c bién phap sau:

1. Kiém tra, ra soat hé thong thong tin ¢6 kha néng bi anh hudng béi 16 héng
trén va c6 phuong an xir 1y, khic phuc 16 héng.

2. Ra soét lai toan bd hé thdng thong tin cia Quy don vi, thudng xuyén kiém
tra, danh gia dé chu dong phat hién va xir Iy kip thoi céc 18 hdng bao mat.

3. Tang cudng theo ddi gidm sat hé théng dong thoi thudng xuyén theo doi
kénh canh bdo cua c4c co quan chire ndng va céc t6 chirc 16n vé an toan dé phat
hién k1p thdi cac nguy co tAn cong mang. Trong trudng hop cén thiét ¢6 thé lién hé
dau mdi hd trg ctia Cuc An toan thong tin: Trung tdm Gidm sat an toan khong gian
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mang qudc gia (dién thoai 0243.209.1616, thu dién tir: ais@mic.gov.vn) hoac S&
Thong tin va Truyén thong, dién thoai 0251.3810.269, thu dién t:
attt@dongnai.gov.vn./.

Tran trong./.

Dinh kém: Danh sich cdc san phdm bi anh huéng.

Noi nhgn: KT. GIA’M })QC
- Nhu trén; PHO GIAM POC
- UBND tinh (b/c);

- Giam déc va Pho Giam déc Sé;
-Luu: VT, CNTTVT, Thinh.

o /f

Vo Hoang Khai



Phu luc
Danh sach cic san phflm bi anh hwéng

(Kém theo vin ban s6 /STTTT-CNTTVT ngay  /7/2020)
o 3 Phién ban cdp nhat
, 2 Phién ban bi 4nh hwéng L
San pham ban va
15.1.0 15.1.04
15x (50:0
BIG-IP (LTM, -
AAM, AFM, 14.x 14.1.0-14.1.2 14.1.2.6
Analytics, APM,
ASM, DN, 13.x 13.1.0-13.1.3 13.1.3.4
FPS, GTM, Link
Controller, 12.x 12.1.0-12.1.5 12.1.5.2
PEM)
11.x 11.6.1 -11.6.5 11.6.5.2




S8: 1857/STTTT-CNTTVT 10.07.2020 16:06:43 +07:00

Phu lue
DANH SACH CAC SAN PHAM BI ANH HUONG
(Kém theo van ban so /STTTT-CNTTVT ngay ~ /7/ 2020
cua S¢ Thong tin va Truyén thong)
" Phién ban bi dnh Phién bdn cip nhat
San pham . Ny
huwdong ban va
15.1.0 15.1.0.4
15x
BIG-IP (LTM, 15.0.0
AAM, AFM,
Analytics, APM, 14.x 14.1.0 - 14.1.2 14.1.2.6
ASM, DNS,
FPS, GTM, Link 13.x 13.1.0-13.1.3 13.1.3.4
Controller,
PEM) 12.x 12.1.0 - 12.1.5 12.1.5.2
11.x 11.6.1-11.6.5 11.6.5.2
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